
TM Control Panel User Guide  ‐ Working with Webspace            1 

Working with Webspace 
 
 
 
 

Managing your web service implies managing its settings - support, web statistics, 
FrontPage and other. 

 
Unlike all other customer services in CP, the Web service setup is included into the 
procedure of adding a domain and is not performed separately. It is for this reason that we 
are not going to focus particularly on how the web service is added to a domain; the web 
service (website) is not configured on a domain independently but along with the new 
domain configuration process. Therefore, let's directly proceed to the Web service 
management issues. 
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Selecting Webspace 
 
 

If you have more than one Webspace registered in the current Subscription, you should 
first select a Webspace you wish to manage. 

 
To select a Webspace, perform the following steps: 

 
1 Go to Hosting > Configuration & Administration > Webspaces. 

 

A list of all web spaces displays, showing the domain each Webspace belongs to and 
the hosting platform (Apache or IIS) of the Webspace. 

 

 
 

Figure: Selecting Webspace to Manage 

2 To select a desired Webspace, click on the Select link opposite the desired Webspace. 

One of web spaces is set as the default one. This Webspace is opened by default after 
you log in to your CCP under the current Subscription. You can change the default 
Webspace by clicking on the Set as default link opposite the desired Webspace. 

 
 
 

Webspace Structure Overview 
 
 
Apache Webspace Directory Structure 

 
The table below illustrates the structure of the Apache Webspace in CP. 
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Path 

 
Ownership 

 
Mode 

 
Description 

log/ root:pemsrv rwxr-x--- This directory contains log-files for all 
websites attached to the Webspace. Log- 
files are hidden from everyone except the 
pemsrv group which includes special user, 
created by log-access service to allow 
customer reading of own log-files. 

tmp/ apache:apache rwxr-x--- Temporary directory used for PHP-session 
files and so on. Directory is writable for 
apache user since mod_php uses it to 
execute PHP scripts. 

webspace/ root:root rwxr-xr-x Customer cannot modify the content of this 
directory. 

webspace/certs/ 
 
 
webspace/certs/ht 
tpsd.pem 

root:root 
 
 
root:root 

rwxr-x--- 
 
 
rw------- 

Directory contains certificates that 
Customer chose from CP UI to be installed 
for his/her site on an exclusive IP. 

 

Certificates are private information; Apache 
main process reads them during startup. 

webspace/cgi-bin/ 
 

webspace/cgi- 
bin/test.cgi 

<user>:pemsrv 
 
 
<user>:pemcln 

rwxr-x--- 

rwxr-xr-x 

Directory for Customer‟ s CGI scripts. 
He/she is able to put own scripts here. 
Directory is readable for Apache server 
user apache. 

 

Scripts themselves should be readable and 
executable at least for owner (i.e. have 
r*x****** permissions). Ownership is 
important; if it is other than specified 
mod_suexec will refuse to execute such 
script. 

 

CGI scripts are executed with 
webspace/cgi-bin/ working directory. 
UID/GID are set to <user>:pemcln. 

webspace/conf 
 

webspace/conf/vho 
st.conf 

root:root 
root:root 

rwxr-xr-x 

r-------- 
Directory for configuration files. It is 
writable only for root. Configuration files are
readable only for root. Apache reads them 
on startup. 

webspace/error- 
docs/ 

 
webspace/error- 
docs/<HTTP error 
code>.html 

root:pemsrv 
 
 
<user>:pemsrv 

rwxr-xr-x 

rw-r----- 

Error documents are readable only by 
Apache and by Webspace owner. 
Webspace owner can replace them. 

webspace/httpdocs 
/ 

<user>:pemsrv rwxr-x--- Document root of websites is readable by 
Apache to process requests and by 
Webspace owner. Web-space owner can 
modify content of this directory. Those files 
should be world-readable to be accessible 
by Apache. 
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webspace/httpsdoc 
s/ 

<user>:pemsrv rwxr-x--- Document root for secure web-sites. Other 
than that, it is just as httpdocs/ directory 
described above. 

webspace/pd/ 
 

webspace/pd/<dir_ 
id> 

root:pemsrv 
root:root 

rwxr-x--- 

r-------- 
Authorization files for protected directories, 
no one but root can read that files. 

webspace/webstat/ root:pemsrv rwxr-x--- Web-statistics generated by Webalizer. 
Directory is readable for Apache system 
group to be accessible via HTTP. 

webspace/webstats 
sl/ 

root:pemsrv rwxr-x--- HTTPS web statistics. 

webspace/siteapps 
/ 

 

webspace/siteapps 
/<application 
name> 

<user>:pemsrv 
 
 
 
 
root:root 

--x--x--- 
 
 
 
 
--x--x--x 

Directory containing third-party Apache 
web applications distributed with CP. 

 

Customers are not allowed to modify them 
manually; they can only view and 
install/uninstall these applications via CCP. 

 
See the table below for web-applications 
directory structure. 

webspace/webapps/ 
 
 
webspace/webapps/ 
<application 
name>/ 

<user>:pemsrv 
 
 
 
 
root:root 

--x--x--- 
 
 
 
 
--x--x--x 

Directory containing the so-called legacy 
applications - third-party web applications 
inherited from old CP versions. Since CP 
2.6.5, these applications are still supported, 
but not further maintained by CP. 
Customers are not allowed to modify the 
content of the directory manually; they can 
only view and install/uninstall these 
applications via CCP. 

 

Note: If support of legacy applications is 
disabled by CP provider, this directory is 
not used. Also, using 'Apps' and 
'Applications' directory names on your 
webspace becomes possible (see page 
407). 

 
See the table below for web-applications 
directory structure. 
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IIS Webspace Directory Structure 
 

The table below illustrates the structure of the IIS Webspace in CP. 
 

 
Directory 

 
Description 

anonftp Not used. Reserved for future FTP hosting service. 
config Windows File Manager configuration files. 
errdocs Custom error documents. When setting custom error documents to a website 

from control panel, CP searches these documents inside this folder. 
logs IIS website/SharePoint site log files. 
spsroot Root directory for SharePoint sites. Their document roots point to sub folders 

of this one. 
temp ASP.NET temporary directory. 
webapps Customer's web applications. 
wwwroot Root directory for IIS websites. Their document roots point to sub folders of 

this one. 
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Configuring Common Settings for All Websites 
on Webspace 

 
 

To configure your website, go to Hosting > Configuration & Administration > Web Space > 
WebSite Configuration. The WebSite Configuration tabbed page appears in the dialog panel. 

On Apache Webspace, the page looks as follows: 

 
 

Figure: Apache Webspace Configuration 
 

On IIS Webspace, the page looks as follows: 
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Figure: IIS Webspace Configuration 
 

The General tab displays the current settings for several parameters that you can change. 
Here you can see the list of services that support the website. Each of the services may 
have one of the following statuses: 

 
 Unavailable or Not available in the subscription in a field means that the current 

Subscription does not provide support of the corresponding service. 
 Off means that the service is not supported, though you can enable it on the 

Webspace. 
 On status means that the service is supported. 

 
If you want to change the settings, click Edit to switch the screen into edit mode. 
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Note: If ASP.NET 2.0 support is enabled on your IIS website, you can use ASP.NET AJAX 
features on this website. 

 
Windows-based services are provided with the Test link. You can click this link to check 
that the service works on the site. If the service works, you will see the results of the test 
script on the opened page. 

 
Note: ColdFusion support is not provided with the Test link, as the number of ColdFusion 
connectors is limited, and there is no use expending connectors just for testing review. 

 
If both PHP support and PHP5 support options are enabled on an Apache Webspace, this 
means that both PHP4 and PHP5 engines can be used on your websites. 

 
If both PHP4 and and PHP5 are enabled, the default PHP engine (the one that processes 
files with the .php extension) is PHP4. 

 
If you need to set PHP5 as the default engine, disable PHP4 support. In this case, all PHP 
applications (.php and .php5) will be handled by PHP5 in CGI mode. 

 
Note: If you need both PHP4 and PHP5 engines, you can use the .php5 extension for 
files to be processed by PHP5, while ordinary .php files will be handled by the PHP4 
engine. 

 
On the General tab you can change the website State parameter by starting or stopping it. 

 
  If the website is Started and you want to stop it, click Stop at the bottom right corner of 

the page. 
  If the website is Stopped and you want to start it, click Start at the bottom right corner of 

the page. 
 

The website state doesn't change immediately. Before the restart takes place, the website 
running state is determined as Stopping or Starting. The Stop (or Start) button is not active in 
this transition state. 

 
Note: In the stopped state your site will be unavailable to visitors via HTTP or HTTPS, 
though the FTP access will be possible. Try to avoid the long-drawn downtimes without 
strong reasons, as it is always annoying when the requested URL can not be found. 
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Managing Services Support on Websites 
 

After you click on the Edit button at the bottom right corner of the General tab, you can to 
turn on/off the services described in the table in the Creating Microsoft IIS Website on New 
Webspace section and some other features, like the following: 

 
  ColdFusion support. Select this checkbox to provide ColdFusion support for your 

website. CP enables the support of three ColdFusion versions: 6, 7, and 8. Similar to 
ASP, ColdFusion is a technology developed for producing dynamic webpages. This 
product includes a server and a development toolset designed to integrate databases 
and webpages. ColdFusion webpages include tags written in Cold Fusion Markup 
Language (CFML). If you have ColdFusion support, you will be able to place 
ColdFusion script files (usually files with extensions .cfm, .cfml) into wwwroot folders 
and execute them using web browser. 

  ISAPI_Rewrite Support. Select this checkbox to provide Internet Server Application 
Programming Interface (ISAPI) Rewrite support for your website. ISAPI_Rewrite is a 
powerful URL manipulation engine designed specifically for Microsoft's Internet 
Information Server (IIS). With the help of this engine, you can solve many problems like 
optimizing your dynamic content of forums or e-stores, creating virtual directory 
structure of the site, hiding physical files and extensions, providing access to your 
Intranet servers from the Internet, and others. 

 
Note: In the display mode of the General tab there is a link near the status indicator in 
the ISAPI_Rewrite Support field. Click the link to see detailed information on 
ISAPI_Rewrite. 

 
Note: Providers can disable your ability to turn on/off the support of some features. 

 
After you click to select or click to clear required checkboxes, click Submit. The tab 
containing this service will appear. On disabling the service the corresponding tab 
disappears. 

 
Important: While activating support services, be aware that some services can not work 
together due to their parameters' incompatibility. Namely, "IP Deny" feature will not work 
properly if you enable FrontPage support on your website. Front page support will not work 
properly when "Hotlink Protection" feature is turned on. 
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Configuring Apache Websites 
 

Customizing ErrorDocs 
 

ErrorDocs are Internet pages that are shown to user when some unforeseen error occurs 
while accessing the requested URL. You can give your website a more attractive and 
welcoming look, if you customize the ErrorDocs with the original messages stating the 
reason of an error or direct a user to a certain web page that will substitute the default 
error page. 

 
Each error type has its own code number. CP offers you to edit the following ErrorDocs: 

 
 

Error Code Description 
400 Bad request 

 

403 Forbidden 
 

404 Not Found 
 

500 Internal server error 
 

The customization options could be found under the ErrorDocs tab of Hosting > Configuration 
& Administration > Web Space > WebSite Configuration page. 

 
1  Click on the code number of the error page you wish to customize. The information of 

the ErrorDoc current configuration will be shown. 
 

2  Click on Edit button to go to editing mode. The following error page displaying modes 
are offered for selection: 

 

 Off - the browser will display only error code and description like "404 Not found". 
 

 Default - in this mode the browser will show the Apache default error page. 
 

 Custom message - you can type the message to be displayed to the user instead of 
the default Apache error page. 

 

 File located in Document Root - you can enter one of the files from the webspace > 
error_docs folder on the remote machine where the Webspace is located. You can 
use FileManager to see the files that are kept in the webspace > error_docs folder. 

 

 Forward to URL - this mode will forward the user to the Internet page, the URL of 
which you specify in the provided field. 

 

3 Click Submit to apply the new mode. 
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Testing CGI Service 
 

CGI (The Common Gateway Interface) is a way of connecting your web pages to other 
programs that are running on the server which visitors wouldn't normally have access to. 
Most corporate web sites on the Internet today make use of CGI programs or scripts to 
allow their visitors to browse online catalogues or keep track of their orders in real time. 

 
The subdirectory "webspace/cgi-bin" is located in your home directory. This subdirectory is 
intended for storing your cgi files. If your Subscription includes the CGI support, devote a 
couple of minutes to test that your CGI really works. 

 
Note: Before testing, make sure that the CGI support is on. You can check this at the 
General tab of Hosting > Configuration & Administration > Web Space > WebSite Configuration 
page. If it is not activated, click on the Edit button and check CGI support in the 
corresponding checkbox. 

 
To conduct testing: 

 
1 Go to the CGI-bin tab of Hosting > Configuration & Administration > Web Space > WebSite 

Configuration page. 
 

2 Click on the URL of the CGI-bin test page in the How to use CGI-Bin area. 
 

3  The test page will open in the new window. If it contains "The test of the CGI (with sh)" 
phrase colored red and blue, then your CGI service works properly and you can store 
the CGI files in webspace/cgi-bin directory. 
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Using SSL 
 

SSL (Secure Sockets Layer) is a method for hiding the information that a browser and a 
server send to each other. Credit card numbers or any personal data could never be 
revealed while using SSL protocol. If you plan to publish a web-store at your site with 
money transfers via web interface available, you are strongly recommended to use SSL for 
safety purposes. 

 
Note: In CP a special directory is reserved for storing the secured website content 
"webspace/httpsdocs". Before testing, upload your files to this directory using the File 
Manager. 

 
With SSL support included in your Subscription, all you have to do is to activate and test it. 
Within the SSL tab you can install the certificate. CP provides you with the comprehensive 
wizard, which takes only two steps to have the certificate installed at your website. See the 
Installing Certificate section for details. 

 

 
Note: Make sure that you have an SSL Support feature included in your Subscription and 
is currently turned on. To see this, open Hosting > Configuration & Administration > Web Space 
> WebSite Configuration page at the General tab. The SSL Support must be switched to On and 
the indicator be green. 

 
To test the SSL protocol properly configured on your website: 

 
1 Open the SSL tab of Hosting > Configuration & Administration > Web Space > WebSite 

Configuration page. 
 

2 Click on the URL provided in How to use SSL area. The index page you stored in 
"webspace/httpsdocs" will open. 



TM Control Panel User Guide  ‐ Working with Webspace            13 

Installing Certificate 
 

To use the certificate that would provide the security confidence to your website visitors, 
first you have to obtain it. If you never used digital certificates and are not aware of what it 
is and where to get it, go to the Creating Certificates section of this guide and come back 
here later. 

 
In case if you already have a CA or self-signed certificate and wish to show it to the visitors 
at accessing your website, you have to install it to the server. You don't have to put it there 
manually, as CP actually will perform the necessary actions for you. All you need to do is to 
indicate what type of certificate you have and where the system should take it from. 

 
So, let's move directly to certificate installation. 

 
1  Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration page 

and open the SSL tab. The information about using SSL is displayed. 
 

2  Click the Install certificate button located at the bottom of the information area. The 
certificate installation wizard will start. 

 

3  At this screen indicate the certificate type and the place to take it from by selecting the 
radiobuttons to the corresponding values in the Install as: and Install from: radiobutton 
groups. 

 

 
 

Figure: Installing Certificate: Step 2 
 

 Choose Certificate for the self-signed certificate type or 
 

 CA Certificate if the certificate you wish to install is signed by the Certificate Authority. 
 

 On selecting repository you will then be taken to User Repository where you 
certificate is placed. 

 

 Choosing file location will prompt you to browse for certificate at you local computer. 
 

 clipboard option allows you to paste the certificate and private key strings directly 
into the provided field. 

 

4  Click Next >> after you've chosen the proper values. The displayed screen will 
correspond to the certificate location option you chose at the previous step. 



TM Control Panel User Guide  ‐ Working with Webspace            14 

5 Indicate the certificate you wish to install and click the Finish button. 
 

Note: If you select repository option to get the certificate from, the installation process 
will be performed immediately after you press the Install certificate button in the Actions 
column next to the chosen certificate. The process of installing the certificate from the 
User Repository needs the certificate private key file to be located in the User 
Repository as well. The system will automatically find it among other keys in the 
repository (if there are some) and combine it properly with the certificate you upload. 

 

 
 

Figure: Installing Certificate: Step3, A List of Certificates Available for Installation from 
User Repository 

 
Note: On selecting clipboard option, you must manually combine the certificate and 
private key strings using copy/paste technique in a way it is shown below. 

 

 
 

Figure: Installing Certificate and Private Key Using Clipboard 
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Using WAP 
 

The WAP tab at Hosting > Configuration & Administration > Web Space > WebSite Configuration 
page is just informative, since the point of WAP (Wireless Application Protocol) is to show 
Internet contents on wireless clients, like mobile phones. 

 
The directory intended for storing the files for WAP is webspace/httpdocs/index.wml. 
Overwrite the index.wml with your file using the File Manager. To check whether the 
WAP support is available, try to access your site using your mobile phone. 

 
Advanced Features 

 
Defining MIME Types 

 

MIME (Multipurpose Internet Mail Exchange) types tell browsers how to handle specific 
extensions. For example, the txt/html MIME type equates to htm, html and shtml 
extensions on most servers, and this tells your browser to interpret all files with those 
extensions as HTML files. 

 
To open the file, an appropriate application should be installed. 

 
For example, an image sent to you by e-mail is encoded as MIME. Upon receiving this file 
an application associated with this file type should be installed, for example, ACDSee™, 
Adobe® Photoshop® or another image viewer. 

 
The list of extensions with the respective applications, which can handle them can be 
found at Hosting > Configuration & Administration > Web Space > WebSite Configuration > the 
Advanced tab > the System Mime types item. 

 
CP allows you to add specific extensions to the list: 

 
1 Click the Define New Mime Type button. 

 

2 Enter the MIME type and extension(s) into the appropriate fields. 
 

3 Click Submit to save the provided data. The new MIME type is displayed in the User 
Defined Mime Types list. 

 
To remove the MIME type, select the checkbox near the respective MIME type and click 
the Delete button. 

 
Defining Apache Handlers 

 

A handler is an internal Apache representation of the action to be performed when a file is 
called. Generally, files have implicit handlers, based on the file type. Normally, all files are 
simply served by the server, but certain file types can be handled separately. Based on 
filename extensions, handlers can be specified without relation to the file type. 

 
If you, for some reason, wish to change the default Apache files handling or define a new 
one, all you have to do is to select a handler and indicate the file extension(s) to be 
associated with it. 
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To define a handler: 
 

1 Go to the Advanced tab of Hosting > Configuration & Administration > Web Space > WebSite 
Configuration page and open Apache Handlers subitem. 

 

2 At the User Defined Handlers area click on Add New Handler button. The screen with Add 
Handler fields will open. 

 

 
 

Figure: Specifying Apache Handlers 
 

The built-in handlers in the standard distribution are as follows: 
 

 send-as-is - send file with HTTP headers as is. 
 

 cgi-script - treat the file as a CGI script. 
 

 imap-file - parse as an imagemap rule file. 
 

 server-info - get the server configuration information. 
 

 server-parsed - the server will execute SSI directives in the file. 
 

 server-status - get the server status report. 
 

 type-map - parse as a type map file for content negotiations. 
 

3  Select the handler type from the drop-down box and enter the extension(s) you wish to 
be handled by it. 

 

4 Click Submit. The new handler will be displayed in User Defined Handlers list. 
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Configuring Hot Link Protection 
 

CP allows you to protect your websites from unauthorized hotlinking. Hotlinking is when 
another website owner links directly to one or more of your images or multimedia files and 
includes them in their web page. Not only is this a theft of your intellectual property, but 
you are also paying for the bandwidth used by that site. 

 
Enabling hotlink protection prevents certain websites from accessing files on your website. 

To enable hotlink protection on your website, perform the following steps: 

1 Go to Hosting > Configuration & Administration > Web Space > Web Site Configuration page 
opens. Select the Advanced tab. 

 

2  Select the Hot Links Protection subitem. The HotLink Protection option is disabled by 
default. The status icon is grayed-out. 

 

3 Click on the Enable button to activate hotlink protection. The status changes to Enabled. 
Your website is protected from hotlinking. 

 

4  Click the Edit button to set up hotlink protection parameters. The Configure HotLink 
protection screen appears: 
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Figure: Specifying Hot Link Protection 
 

5 The following configuration parameters are available: 
 

 URLs to Allow Access - Specify the URL(s) to the files available for hotlinking. 
 

 File Extension to Deny - Specify file extension(s) to deny access to the files having 
these extension(s). 

 

 URL to Redirect to - Specify the URL(s), the user will be redirected to, trying to open 
protected files. 

 

6 Click the Submit button to save the new configuration. 
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IP Deny Manager 
 

Use this feature to block the access to your website from specific IP addresses. 
 

1 Select IP Deny Manager subitem of Advanced tab at Hosting > Configuration & Administration 
> Web Space > Web Site Configuration page. 

 

2  Click on the Add New IP button. The Add IP screen will open with the field to enter IP to 
be blocked. 

 

3 Provide the IP address(es) or host name(s) you wish to deny access to. 
 

4 Click Submit. The new IP will be displayed in the list of the blocked IPs. 
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Configuring IIS Websites 
 

Managing IIS Mappings 
 

In terms of CP, mapping is an association between a scripting engine (such as ASP, 
ASP.NET, PHP, Perl, and so on) and a script extension. Such a mapping defines, which 
scripting engine is to be used for handling files with specified extension. 

 
For example, before .php files can be opened on a website, the "php" mapping for the PHP 
engine should exist in CP. Otherwise, the website visitors will get an error message like 
"The page cannot be found" when trying to access such files. 

 
During your website provisioning, the set of predefined mappings (system mappings 
created by Provider) is copied to that website and used by default. Nevertheless, you are 
able to manage mappings for a scripting engine supported in CP if allowed by Provider. In 
case Provider disabled the mappings customization for a certain scripting engine, you can 
only view these mappings. Enabling the mappings customization ability for a scripting 
engine by Provider gives you control over various actions on mappings of the engine, such 
as: 

 
 Adding new mappings 
 Editing mappings 
 Deleting/resetting mappings 
 Enabling/disabling mappings 

 
These operations are described in detail further in this section. 

To access the list of mappings for your Webspace: 

1 Go to the Hosting > Configuration & Administration > Domain Overview > Domain 
Administration menu. The list of your existing domains opens. 

 

2  Click on the name of a required domain. Properties of the selected domain are 
displayed on the Summary tab of a multi-tabbed window. 

 

3  Switch to the Web tab. General information about the web hosting is shown on the 
screen. 

 

4  Open the Mappings subtab. The list of available scripting engines with their mappings 
appears on the screen. 
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Figure: Mappings List 
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Adding New Mapping 
 

To add a new mapping for a scripting engine: 
 

1 Go to All Domains. The list of your domains opens. 
 

Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 

 
 

Figure: Your Domains 
 

2  Click on the name of a required domain. Properties of the selected domain are 
displayed on the Summary tab of a multi-tabbed window. 

 

3  Switch to the Web tab. General information about the web hosting is shown on the 
screen. 

 

 
 

Figure: Domain Properties. Web Tab 
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4  Open the Mappings subtab. The list of available scripting engines with their mappings 
appears on the screen. 

 

 
 

Figure: Mappings List 
 

5  Select a scripting engine you want to create a mapping for by clicking on the desired 
engine name in the Engine column. You will see the page that contains a full list of 
mappings for the selected engine. 

 
Note: You are able to add a new mapping only to scripting engines for which the 
Customizable indicator shows Yes. Otherwise, the warning message like this one 
"Mappings to ASP are read only" will appear. 

 

 
 

Figure: Scripting Engine Mappings 
 

6 Click the Add New Mapping button. The Add New Mapping dialog window is displayed. 
Specify the following mapping properties: 
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 In the Extension field input a file extension associated with the scripting engine (for 
example, "php" file extension for PHP scripting engine). 

 

Note: If you enter an extension that is already defined for the current or another 
scripting engine presented in the scripting engines list, you will get the Invalid 
Input error message like this one "Extension 'cgi' already defined for Perl". So, 
you aren't able to associate one extension with several scripting engines (the 
only exception is ASP.NET 1.1 and ASP.NET 2, but they cannot be enabled on 

  the same site at once).   
 

 In the Verbs area select which HTTP verb(s) you want to be associated with the 
engine by clicking the respective checkboxes. 

 

 Specify Advanced properties of the mapping being created. They differ depending on 
the web hosting type of your Webspace: IIS 6.0 or IIS 7.0. 

 

For IIS 6.0: 
 

  Select the Script engine checkbox if you want to run the application in a directory without 
execute permissions. Otherwise, leave the checkbox clear. 

 

  Select the Verify that file exists checkbox to enable verification of the requested script file 
existence. 

 

For IIS 7.0: 
 

  In the Required Access menu, select the access level for the new mapping. The possible 
values are: None, Read, Write, Script, Execute. When a request arrives that 
corresponds to this mapping, IIS7 checks the mapping's Required Access setting 
against the feature permissions for the website. If the feature permissions for the 
website is lower than the Required Access, the request is denied. 

 

  Select the Verify that file exists checkbox to enable verification of the requested script file 
existence. 

 

  In the Managed module for the integrated mode menu, select the handler for the new 
mapping. The managed module is used only when appropriate IIS application pool that 
processes the request is running in the IIS7 integrated mode (for information about IIS 
7 application pool modes, refer to the Switching Application Pool Mode for IIS 7.0 
Websites section). This option is available only for ASP.NET 2 mappings. 



TM Control Panel User Guide  ‐ Working with Webspace            25 

 
 

Figure: Adding New Mapping 
 

7  Click the Submit button to complete the mapping creation. You may see the just created 
mapping in the scripting engine mappings list. 

 
It is said you have created a custom mapping. 

To edit the already existing mapping: 

1 Follow the steps 1-5 as above to access a full list of mappings of a particular scripting 
engine. 

 

2 Select the necessary mapping by clicking on its extension name in the Extension 
column of the list. 

 

3 Click the Edit button. 
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After you edit a mapping, the Modified indicator will show Yes. 
 

 
 

Figure: Mapping Properties 
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Resetting/Deleting Mappings 
 

As was said before, mappings that are created by Provider are referred to as system 
mappings, and mappings that are created by you are called custom mappings. System 
mappings cannot be deleted from the system. In case of having been modified by you, 
system mappings can be reset to their initial state. You are able to delete custom 
mappings. 

 
To delete/reset an existing mapping: 

 
1 Go to All Domains. The list of your domains opens. 

 
Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 

 
 

Figure: Your Domains 
 

2  Click on the name of a required domain. Properties of the selected domain are 
displayed on the Summary tab of a multi-tabbed window. 

 

3  Switch to the Web tab. General information about the web hosting is shown on the 
screen. 
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Figure: Domain Properties. Web 
Tab 

 
4  Open the Mappings subtab. The list of available scripting engines with their 

mappings appears on the screen. 
 

 
 

Figure : Mappings List 
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5  Select a scripting engine for which you want to delete/reset a mapping by clicking on 
the desired engine name in the Engine column. You will see the page that contains a 
full list of mappings for the selected engine. In the list, system mapping have the System 
type, whereas custom ones have the Custom type. For system mappings, there is also 
the Modified indicator, which shows Yes for mappings that were modified by you, and 
shows No for non-modified mappings (not modified since having been created by 
Provider). 

 
Note: You are able to delete/reset an existing mapping only for scripting engines for 
which the Customizable indicator shows Yes. Otherwise, the warning message like this 
one "Mappings to ASP are read only" will appear. 

 

 
 

Figure: Scripting Engine Mappings 
 

6  Select checkboxes next to the mapping(s) you want to reset/delete. You can reset only 
those system mappings that have the Modified indicator showing Yes. You can delete 
any custom mapping. 

 

7  Click the Reset/Delete button. "Are you sure you want to reset selected 
system mappings and delete selected custom mappings?" confirmation 
message appears. 

 

8  Click Ok. The selected custom mappings have been deleted and are no longer present 
in the mappings list. The selected system mappings have been set to the initial state 
(the Modified indicator shows No for them). 
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Disabling/Enabling Mappings 
 

You can temporarily stop support of a particular script extension by disabling its 
corresponding mapping. 

 
To disable a mapping(s) of a scripting engine, perform these steps: 

 
1 Go to All Domains. The list of your domains opens. 

 
Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 

 
 

Figure: Your Domains 
 

2  Click on the name of a required domain. Properties of the selected domain are 
displayed on the Summary tab of a multi-tabbed window. 

 

3  Switch to the Web tab. General information about the web hosting is shown on the 
screen. 

 

 
 

Figure: Domain Properties. Web Tab 
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4  Open the Mappings subtab. The list of available scripting engines with their mappings 
appears on the screen. 

 

 
 

Figure: Mappings List 
 

5 Select a scripting engine you want to disable a mapping(s) for by clicking on the desired 
engine name in the Engine column. You will see the page that contains a full list 
of mappings for the selected engine. 

 
Note: You are able to disable/enable an existing mapping only for scripting engines for 
which the Customizable indicator shows Yes. Otherwise, the warning message like this 
one "Mappings to ASP are read only" will appear. 

 

 
 

Figure: Scripting Engine Mappings 
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6  Select checkboxes next to the mappings you want to disable. This enables you to 
disable several mappings at once. You can disable only those mappings that have the 
Enabled indicator showing Yes. 

 
Note: You can also select a mapping to be disabled by clicking on its extension name 
in the Extension column of the list. Properties of the selected mapping will appear on the 
screen. 

 
7  Click the Disable button. The selected mappings get disabled. The Enabled indicator for 

this mapping shows No. 
 

To enable a mapping(s), perform the same steps as above, but at the last step click the 
Enable button. 

 
Managing Performance Settings 

 
To avoid the excessive traffic and increase the server performance, you can adjust the IIS 
performance parameters as you find optimal, though not overstepping the boundary limits 
defined by your provider. 

 
1  Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration page 

and move to the Performance tab. 
 

2 On the Performance tab you can see the current parameters values. 
 

3  Click the Edit button to change the default parameters. On the editing screen the 
following parameters are available: 

 

 
 

Figure: Managing Performance 
 

 Connections limit. Set a default number of maximum simultaneous client connections 
to your server. 

 

You can change the connections limit to your web server within the range defined 
by the provider. If you input a value that is beyond the defined boundaries, the 
value will be forcibly drawn to the allowable limit. Besides, you will see the note 
about the impossibility to apply the value you have entered. Still, this exceeded 
value will be stored in the system, so that in case if the boundaries will be expanded 
in the future, the defined value will be automatically applied. 
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 Connections timeout. Set a value for connection timeout. This setting lets you 
configure how long, in seconds, the server will keep open a connection for a client. 
Normally, the web browser will ask the server to keep a connection open for the 
client. This is called an HTTP keep-alive. The client can use this connection for 
multiple requests of elements, and neither the client nor the server have to go 
through all the operations establishing a connection for each request. This greatly 
enhances performance for both the client and the server, especially over high- 
latency connections. When the client's requests are over, the client lets the server 
know about it. The connection is closed, and the resources are freed up. If, for 
some reason, the client fails to close the connection, the connection will stay open 
indefinitely. After the time interval established in the Connections timeout setting the 
server closes the connection. 

 

You are able to change the connection timeout limit within the range defined by the 
provider. If you input a value that is beyond the defined boundaries, the value will 
be forcibly drawn to the allowable limit. Besides, you will see the note about the 
impossibility to apply the value you have entered. Still, this exceeded value will be 
stored in the system, so that in case the boundaries are expanded in the future, the 
defined value will be automatically applied. 

 

 Http Keep-Alives. Enabling this parameter allows your server to maintain the 
connection with client after the initial request was executed. It also reduces the 
delay timeout and CPU utilization, though not all the browsers support this mode. 

 

 Maximum Bandwidth. The bandwidth throttling setting lets you configure the maximum 
amount of bandwidth the server can devote to the website, in kilobytes per second. 

 

You are able to change the bandwidth limit within the range defined by the provider. 
If you input a value that is beyond the defined boundaries, the value will be forcibly 
drawn to the allowable limit. Besides, you will see the note about the impossibility to 
apply the value you have entered. Still, this exceeded value will be stored in the 
system, so that in case if the boundaries will be expanded in the future, the defined 
value will be automatically applied. 

 

4 Click Submit to save the newly configured parameters. 
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Managing Log Rotation 
 

A log file is created by web server for recording the transactions that have occurred on the 
Web server. Log file analysis reveals the visitors to your site, where they came f rom, what 
queries they used to access your site. For this purpose a log file collects various types of 
data: date and time of transactions, URL and IP address of requestor, status code of 
request, user agent string, and others. 

 
If no action is taken, a log file can grow without bound and this can cause problems. A 
large log file will be hard to manipulate and the file system will run out of space. 

 
A solution to this generic problem of log file growth is log rotation. This involves the regular 
(nightly or weekly) moving of an existing log file to some other file name and starting fresh 
with an empty log file. After a period the old log files get thrown away. 

 
To configure the log rotation do the following: 

 
1  Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration and 

move to the Logging tab. This tab displays the running parameters of the log rotation. 
 

2 If you want to modify the parameters of the log rotation, click Edit. 
 

3 In the drop-down list boxes select appropriate items. 
 

 Log Rotation frequency. Select the frequency of the log rotation. The available 
variants are: Never, Monthly, Weekly, Daily. 

 

 Archive logs files after. Select the time on the expiry of which the old log file will be 
archived (.gzip). The available variants are: One month, Two months, Three 
months, Four months, Five months, Half of the year, One year, One and a half of 
the year, Two years, Three years. 

 

 Keep log files for. Select the time on the expiry of which the archived files will be 
deleted. The available variants are: One month, Two months, Three months, Four 
months, Five months, Half of the year, One year, One and a half of the year, Two 
years, Three years. 

 

 
 

Figure: Log Rotation 
 

4 Click Submit to save the settings. 
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The rotated log files are stored in the Logs folder, named in format 
svc<site_id>_ex<date>.log, where: 

 
 <site_id> is the website identifier in the IIS metabase 
 <date> is the time stamp of the log file in format YYMMDD. For monthly cycles the 
<date> value is specified in format YYMM. 



TM Control Panel User Guide  ‐ Working with Webspace            36 

Managing Default Documents 
 

Default document is a page, which is returned if no document is specified in the URL of a 
request. For example, when a client types  http://www.abc.com in the browser, the IIS web 
server checks to see whether a default document is configured for this site. If so, the 
browser returns that document. This functionality prevents clients from specifying a 
document for each site they visit. 

 
To see the list of the default documents, select Hosting > Configuration & Administration > Web 
Space > WebSite Configuration page > Default Documents tab. 

 

 
 

Figure: Default Documents Tab 
 

The names of pages listed here are those that IIS looks for if no page is specified in a 
query. When searching, IIS checks this list in the order in which it appears here. IIS uses 
the first matching page it finds. To change this order or add a new default page, click the 
Change button located above the list. 
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Figure: Editing Default Documents List 
 

On the editing page, type the new document name. Use ENTER key, semicolon or comma 
as separator to insert the document into the right place. When finished, click Submit. 

 
Customizing Error Documents 

 
Error documents are Internet pages that are shown to user when an unforeseen error 
occurs while accessing the requested URL. You can give your Web site a more attractive 
and welcoming look if you customize the error documents with the original messages 
stating the reason of an error. Such a message, being, for example, an ASP script, alerts 
the webmaster, logs the incident, displays an error message on the screen of the end 
user, and redirects the user to the default page. Besides using messages you can direct a 
user to a certain web page that will substitute the default error page. Or you can take the 
user back to the previous page they were viewing. Since you can use scripts, you can 
actually make the error messages useful, and the messages can actually help you to 
diagnose issues with your website. 

 
The customization options could be found on the Error Documents tab of Hosting > 
Configuration & Administration > Web Space > WebSite Configuration page. 
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Figure: Customizing Error Documents 
 

1  Click on the code number of the error page you wish to customize. The information of 
the error document's current configuration will be shown. The following displaying 
modes of the error page are offered for selection: 

 

 IIS Standard Document - in this mode the browser will show the IIS default error page. 
 

 Default - the browser will display only error code and description like "404 Not 
found". 

 

 File  - you can enter the absolute path on your local machine to the file you wish to 
replace the default error page with. 

 

2 Click Submit to apply the new mode. 
 

You can also perform the group customization of error pages switching them to either 
default text or default IIS document. For this purpose, check the error codes you wish to 
change the type for and press the corresponding button (Set to default text or Set to default 
document) above the codes list. In the displayed dialog window confirm the operation by 
clicking Yes. 
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Defining MIME Types 
 

Multipurpose Internet Mail Exchange (MIME) types instruct a Web browser or mail 
application how to handle files received from a server. 

 
To read the file you need an application that can handle the sent file. If two files, a Word 
document and an image is sent by e-mail they would both get encoded as MIME. Upon 
receiving these files there needs to be an application associated with each file type. 
Microsoft Word or maybe another word processor would be associated with the word 
document making it possible to read the file. ACDSee™, Adobe® Photoshop® or another 
image viewer would be associated with the image. 

 
To see the list of extensions with applications to handle them go to Hosting > Configuration & 
Administration > Web Space > WebSite Configuration page and move to the System tab. 

 
Besides the extensions presented in the list you may have files with some specific 
extensions. CP allows you to add the new file types to be handled by the particular 
application. To do this: 

 
1 Move to the User defined tab. 

 

2 Click on the Add New MIME type button. 
 

3 Enter the MIME type and extension(s) to be handled into the appropriate fields. 
 

 
 

Figure: Defining MIME Types 
 

4  Click Submit to save the provided data. The new MIME type will be displayed in the List 
of the system defined MIME types at System tab. 

 
Now if you add to you website a file with extension zzz, the video/x-ms-asf application 
will be used on the user's computer to open this file. 

 
To remove the user defined MIME type, simply check it in the list and click the Delete 
button. 
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Enabling/Disabling ActivePerl Support 
 

CP allows you to enable/disable ActivePerl on the Webspace. You are able to turn on/off 
ActivePerl Support for all websites on your Webspace. 

 
ActivePerl is ActiveState's quality-assured, ready-to-install distribution of Perl, available for 
AIX, HP-UX, Linux, Mac OS X, Solaris, and Windows. 

 
Important! You cannot turn on/off ActivePerl Support on the SharePoint websites. 

 
With enabled ActivePerl Support property, the system configures IIS websites so that files 
with the .pl, .plx, and .cgi extensions requested by clients are processed by the 
Perl script engine. 

 
To enable Active Perl support, follow these steps: 

 
1 Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration, the 

General tab opens. 
 

2 In the Basic Settings pane find the Active Perl support field. 
 

 
 

Figure: Enabling/Disabling ActivePerl Support 
 

 If the property is enabled, a status indicator is set to On. 
 

 If the property is disabled, the status is Off. 
 

If the status is Off and you want to enable the property in order to provide ActivePerl 
support for your website, click the Edit button located at the foot of a page and then 
select required ActivePerl mode to be used on the website: 
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Note: If there is no ability to select the ActivePerl mode in your CP, it means that this 
functionality is disabled by your Subscription properties. In that case you are able to 
enable/disable ActivePerl only. If you need this functionality, please contact your 
provider. 

 
3 Click on the Submit button to confirm changes. 

 
Active Perl support property is activated. 

 
And vice versa, to disable the property, click Edit and select the Off option button opposite 
the Active Perl support. 

 
 

Managing IIS Application Pool Parameters 
 

This section presents you with the information about two IIS application pool parameters - 
Pool type and Pool mode, and provides detailed instructions on managing them. 

 
CP provides you with a way of isolating your websites from websites of other customers 
located on the same IIS (6.0 or 7.0) server by switching the type of the application pool of 
a Webspace. 

 
Two types of application pools are available in CP: 

 Shared Application Pool –  an application pool that runs websites of all 
customers. 
 Exclusive Application Pool –  an application pool that runs websites attached to 

your 
Webspace only. 

 
You can switch the Webspace from shared application pool to exclusive application pool, 
and back (if this functionality is provided by your Subscription), so that all websites of this 
Webspace will be switched to shared/exclusive application pool also. 

 
Exclusive application pool has its own set of system resources. Errors occurred on other 
customers' websites in the Shared Application Pool will not affect websites located in 
Exclusive Application Pool, thereby Exclusive Application Pool provides a higher level of 
security and stability for your websites. 

 
You are able to switch application pool mode for web spaces located on IIS 7.0 server. 
There are two possible states for the application pool mode parameter: 

 Integrated –  allows to use the new IIS 7.0 functionality. It integrates IIS functionality 
with 

ASP.NET functionality. For example, „ Forms Authentication‟  (feature of ASP.NET) can 
be used with non ASP.NET applications (for instance, with ASP applications). The 
mode can be activated only when ASP.NET 2.0 is enabled on your Webspace (see the 
Configuring Common Settings for All Websites on Webspace section earlier in this 
chapter). 

 Classic –  provides compatibility with IIS 6.0. When it is activated, IIS functionality is 
not 

integrated with ASP.NET functionality. Enable this mode if you use ASP.NET 1.1. 
 

To switch switch IIS application pool parameters for your Webspace, follow these steps: 



TM Control Panel User Guide  ‐ Working with Webspace            43 

1 Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration, 
 

2 Move to the IIS Application Pool tab. The IIS Application Pool parameters are displayed. 
 

 
 

Figure: IIS Application Pool Parameters 
 

3  Click the Edit button. The application pool settings are available for editing. Make the 
necessary changes: 

 

 Next to the Pool type, click the respective option button: Exclusive or Shared. 
 

 Next to the Pool mode, click the respective option button: Integrated or Classic. 
 

Note: The Pool mode parameter is present only for IIS 7.0 Webspaces. Unless 
ASP.NET 2.0 is enabled on your Webspace, the Integrated option button is not 

  available.   
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Figure: Switching IIS Application Pool Parameters 
 

4 Click Submit to confirm and save changes. 
 

Default pool mode is set by Provider. If you use ASP.NET 1.1, you can enable only the 
Classic mode. 

 
The number of exclusive application pools available for your websites can be limited by 
your Subscription. If the maximum number of exclusive application pools is reached, you 
will not be able to switch pool type after pressing the Edit button. In that case you can: 

 
 Increase the number of available exclusive application pools in your Subscription 

(to do it, you need to contact your provider). 
 

 Switch one Webspace to shared application pool, and then switch another 
Webspace to exclusive application pool. 
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PHP Extensions 
 

The following table lists PHP 5 Extensions that you can use on your IIS website unless 
they are disabled by your Service Provider. The table has two columns: 

 
 Extension - displays the name of each extension. 
 Description - displays a brief description of each extension. 

 
Note: Before using the PHP Extensions, make sure the PHP support is enabled on your 
IIS website (see the Configuring Common Settings for All Websites on Webspace section). 

 
 
Extension 

 
Description 

 php_bz2.dll  bzip2 compression functions 
php_cpdf.dll ClibPDF functions 
 php_curl.dll  Client URL library functions 
php_dba.dll DataBase (dbm-style) Abstraction layer functions 
 php_dbase.dll  dBase functions 
php_exif.dll Exif Functions 

 

With the exif extension you are able to work with image meta data. 
For example, you may use exif functions to read meta data of 
pictures taken from digital cameras by working with information 
stored in the headers of the JPEG and TIFF images. 

 php_fdf.dll Forms Data Format functions. 
 

Forms Data Format (FDF) is a format for handli 
documents. You should read the documentation 
http://partners.adobe.com/asn/acrobat/forms.jsp 

 
 

on what FDF is and how it is used in general. 

 
 

ng forms within PDF 
at 
for more information

php_gd2.dll library image functions, phpinfo shows gd version 2 
 php_gettext.dll  Gettext functions 
php_mbstring.dll Multi-Byte String functions 
 php_mcrypt.dll  Mcrypt Encryption functions 
php_mhash.dll Mhash functions 
 php_mssql.dll  MSSQL functions 
php_mysql.dll MySQL functions 
 php_mysqli.dll  MySQLi functions 
php_openssl.dll OpenSSL functions 
 php_pdf.dll  PDF functions 
php_pgsql.dll PostgreSQL functions 
 php_xmlrpc.dll  XML-RPC functions 
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php_xsl.dll XSLT functions 
 php_zip.dll  Zip File functions 
Zend Optimizer Allows you to run PHP scripts encoded by Zend Guard on your IIS 

websites. More information about Zend Optimizer can be found at 
http://www.zend.com/en/products/guard/optimizer/ 

 ionCube Loader 
 

 Allows you to run PHP scripts encoded by ionCube PHP Encoder on 
your IIS websites. More information about ionCube Loader can be 
found at http://www.ioncube.com/loaders.php 

 

Note: Detailed descriptions of the extensions can be found at 
http://ru2.php.net/manual/en/extensions.php 
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Using Microsoft FrontPage to Manage 
Webspace 

 
 

FrontPage (FP) is a web authoring tool that enables you to write and design your website 
on your own computer and publish the final product to a distant server, such as your 
service provider. For this purpose, a FP Client software is installed on the client's 
computer side, while FrontPage Server Extensions (FPSE) are installed on the web 
server. 

 
The FPSE provide: 

 
 Authoring FP Webspaces. 

For example, when an author moves a page from one folder to another in a FP 
Webspace, the FPSE automatically update all hyperlinks to that page f rom every other 
page and Microsoft Office document in the FP Webspace, directly on the web server 
machine. 

 Administering FP Webspaces. 
For example, a FP web administrator can specify which users can administer, author or 
browse a FP Webspace. 

 Browse-time FP Webspace functionality. 
For example, users of a FP Webspace can participate in a discussion group. The 
FPSE maintain an index of hyperlinks to articles in the discussion, separate discussion 
threads, tables of contents, and search forms to locate pages of interest. 

 
For more detailed information on FP, consult FP supporting materials on the Microsoft 
website. 

 
 

Extending FPSE on Server 
 

To publish and edit pages on the Internet, you need to extend (install) FPSE on your 
server. 

 
Before extending FPSE, check the status of the FP support. It is indicated in Hosting > 
Configuration & Administration > Web Space > WebSite Configuration, on the General tab, in the 
FrontPage area  If FP support is not currently enabled, the FrontPage support field is marked 
with the Off indicator. 

 
To extend FPSE, follow these steps: 

 
1  Go to WebSite Configuration window and click on the Edit button at the bottom right 

corner of the page. The window will change to the edit mode. In the FrontPage section of 
the window: 

 

a Select the FrontPage support checkbox to have FPSE enabled on your website. 
 

b Select the Authorization checkbox to enable remote changing of the website content. 
If this item is enabled, you can log into FP and change the content of your website . 
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c  Enter a new password, or have the system generate it for you by clicking the 
Generate new password button. This password will be used to log in to your FrontPage 
Web as the administrator. 

 
Note: The Wizard automatically generates the login name of the FrontPage Web 
administrator. The name is displayed in the Admin login field. 

 

 
 

Figure: Extending FPSE on Server 
 

2  Click on the Submit button. The window switches back to the display mode and the 
Status Pending message appears at the top of the frame. It takes some time for CP to 
enable the FP support. Use the Refresh button at the top of the screen to update the 
status. 

 

3  Once the FrontPage support is enabled, the FrontPage section displays the following 
fields: 

 

 FrontPage support - "On" 
 

 Authorization - "Enabled" if you have enabled it. 
 

 Authoring URL - the URL that you use to log into FP. 
 

 Admin Login - the administrator's login name to be used to access the Site 
Administration page. 

 

 Password - the administrator's password to be used to access the Site Administration 
page. 

 

 Administrative URL - a link to the Site Administration page. 
 

The process of extending the server is complete. You can now go to the Site Administration 
page to manage your FP Webspace, for example, change anonymous access settings. 

 
 

Opening Site Administration Page for Configuring FPSE 
 

If you want to configure FPSE on your server, follow these steps: 



TM Control Panel User Guide  ‐ Working with Webspace            49 

1 Go to Hosting > Configuration & Administration > Web Space > WebSite Configuration. 
 

2  Click the Administrative URL link. The Administration Site login window prompts you to 
enter the login information. 

 

3  Enter the user name and the password as displayed in Admin Login and Password fields 
in the FrontPage section of the WebSite Configuration window. The Site Administration page 
opens. 

 
From the Site Administration page you can configure FPSE for the best performance of your 
site. For detailed instructions on how to configure your website using FP, consult FP 
supporting materials available on the Microsoft website. 

 
 

Creating Subweb, Setting Proper Security 
 

Subwebs are virtual directories of your web page, which are used to facilitate the process 
of modifying the web page. You can divide your pages into logical parts, each part 
representing a subweb. It will help you find in your page the fragment you want to revise. 

 
While attempting creation of new subwebs, users sometimes get an error creating subweb 
warning with the error message "Cannot open file 'services.cnf' for writing". The reason for 
this is tighter than necessary security parameters set for your Webspace. This is often 
caused when a Server Health check is performed on your server using FPSE. 

 

FPSE includes the “ Check Server Health”  functionality that helps to detect and repair 
common server problems when they arise. Server health checks are performed for an 
entire server at one time. When you check your server's health, you can perform several 
functions either individually or all at once. 

 
Important: Do not include "Tighten security" in your checks without a specific reason. 
Make sure this function is excluded from your routine check task schedules. 

 
One of the functions is "Tighten security". This check ensures that all the necessary Web 
site files and directories are present, and that only users with the proper permissions have 
access to them. When FPSE is enabled on your Webspace, default security settings are 
implemented. However, if you choose to tighten security when running Check Server 
Health, they may be adjusted up. 

 
A simple workaround for this problem is to turn the FP support off and on again via the 
Control Panel. This will restore the default security settings. If the problem persists, 
contact your service provider. 

 
 
 

Using Microsoft FrontPage to Manage Separate 
Domains 
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CP enables you to activate FrontPage (FP) on separate domains within a Webspace. It 
helps you manage web content on a domain without wasting time on locating it in FP. 

 
If FP is already activated on one of your domains, you cannot activate FP on domains that 
are located on other levels in the path to the website location corresponding to this 
domain. For example, if FP is activated on the location dirC in the directory 
wwwroot/dirA/dirB/dirC/dirD, it will be impossible to activate FP on locations 
dirA, dirB, and dirD. 

 
But you are free in activating FP on websites with locations in other subdirectories of dirA 
and dirB. 

 
 

Installing FrontPage on Domain 
 

To activate FP on a separate domain, follow these steps: 
 

1 Go to All Domains. The list of your domains opens. 
 

Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 
2 Click the name of the required domain with Microsoft IIS Web hosting. 

 

3 On the Summary tab, in the Content Management area, click the Install FrontPage link. 
 

4 Specify the FrontPage Service User. Two variants are possible here: 
 

 You can assign an existing Service User by clicking the Existing Service User option 
and selecting the UPN login of the required user from the drop-down list. 

 

 You can create a new Service User for FrontPage on the domain. For this purpose, 
select the New Service User option. 

 

Click Next. 
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5 If at the previous step you selected the New Service User option, specify the following 
Service User parameters: 

 

 In the Display name field, type the name of the new Service User as it will be 
displayed in CP. 

 

 In the Login field, specify the new Service User's login in the UPN (User Principal 
Name) format. For the UPN login, you need to type the login name and select an 
existing domain from the drop-down list. 

 

 Specify the password the Service user will use to start a service. You have to type 
the same password twice: into the Password and Confirm password fields. If you 
prefer the system to generate a password, click on the Generate new password button. 

 

Click Next to continue. 
 

 
 

Figure: Filling out main parameters for FrontPage user 
 

6  Click to select the Authoring the checkbox if you want to enable remote changing of the 
website content. If this option is enabled, Service User will be able to open the website 
via FrontPage Client. 

 

 
 

Figure: Selecting "Authoring" check box 
 

7 Click on the Finish button. 
 

The Summary tab reopens. In the Content Management area, you can view the indication that 
FP is activated on the domain and is ready to use. You can also view the Uninstall 
FrontPage and Edit settings links. 
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Configuring FrontPage Parameters 
 

You can change parameters of FP installed on one of your domains. For this purpose, do 
the following: 

 
1 Go to All Domains. The list of your domains opens. 

 
Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 
2 Click the name of the required domain with FP. Domains with FP are marked by 

FrontPage in the Content Management column. 
 

3 Do one of the following: 
 

 On the Summary tab, click the Edit settings link. 
 

 Open the FrontPage tab. Then, click on the Edit button. 
 

As a result, the FrontPage tab opens in the Edit mode. Here, you can change only the 
Authoring setting. 

 

4  Click to select or click to clear the Authoring the checkbox depending on whether you 
want to enable remote changing of the website content or not. Then click on the Submit 
button. 

 

5 If you want to configure more FP parameters, click the Display name on the FrontPage 
tab. The Service User screen opens. 

 
Note: You can get directly to this screen if you go to Hosting > Configuration & 
Administration > Service Users, and then select the FrontPage Service User. 

 
6 On the General tab, click on the Edit button. 

 

7 Now, you can change the following parameters: 
 

 Display name 
 

 Login 
 

 Password 
 

8 Click on the Submit button. 
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Uninstalling FrontPage 
 

To uninstall FP on a separate domain, follow these steps: 
 

1 Go to All Domains. The list of your domains opens. 
 

Note: If the "Allow to use services from different Subscriptions on domain" system-wide 
option is disabled by TM, this operation starts from the Hosting > Configuration & 
Administration > Domain Overview > Domain Administration page. 

 
2 Click the name of the required domain without FP. Domains with FP are marked by 

FrontPage in the Content Management column. 
 

3 On the Summary tab, in the Content Management area, click the Uninstall FrontPage link. 
The message-box appears with the following question: 

 

Do you really want to uninstall FrontPage? 
 

5 Click OK. The message-box closes. In the Content Management area, the Content 
Management field is marked as None, the Install FrontPage link appears. 
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Using File Manager 
 
 

File Manager is a powerful web-based software tool that helps you perform various online 
actions with files on your Webspace server. These actions include: 

 
 File/directory creation 
 File uploading 
 File/directory copying 
 File/directory moving 
 Changing the file/directory last modification time to the current time 
 File/directory deleting 
 File/directory renaming 
 Viewing and setting the file/directory access permission attributes. It is possible to set 

the “ Read” , “ Write” , “ Execute”  permissions separately. 
 

All of these operations may be carried out on any file or directory within your root directory. 
However, there is a set of system files and directories which you are not allowed to 
manage. 

 
Note: You cannot access the webspace/cgi-bin directory via File Manager. Use an 
FTP protocol to access this directory. 

 
File Manager operates similarly on Windows and Linux web spaces; the existing 
differences are covered separately in respective sections below. 

 
Warning: If you have FrontPage support enabled at your Webspace, you may receive 
"access denied" errors while working via File Manager with folders managed by 
FrontPage. Therefore, it is recommended to turn FrontPage support off while you are 
managing your Webspace via File Manager. 

 
 

Accessing Webspace Using File Manager 
 

To access your website files through the File Manager do the following: 
 

1 Go to the Hosting > Configuration & Administration > Web Space > File Manager screen. The 
File Manager management screen appears. 

 

2 Open the File Manager. 
 

 On a Windows Webspace, click on the Open File Manager link. 
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Figure: File Manager 
 

Note: The Security Information window with the message "This page contains both 
secure and nonsecure items. Do you want to display the nonsecure items?" appears 
when you enter the FM for the first time during one CP session. Click OK to access 
the File Manager. 

 
 On a Linux Webspace, click one of the Manage links: 

 

 In the HTTP doc root files and folders section - to access ordinary files and folders. 
 

 In the HTTPS doc root files and folders section - to access SSL protected files and folders. 
 

 
 

Figure: File Manager, Linux 
 

Note: On a Linux Webspace, you can disable the File Manager by clicking the 
Deactivate File Manager button. To restore File Manager after its deactivation, click the 
Activate File Manager button which appears on the same screen. 

 
The File Manager interface consists of the list of existing directories and operation buttons. 
The list includes the following columns: 

 
  Check boxes column. Select the check box(es) of the object(s) to be performed tasks 

on. 
 Name. The name of a directory or a file. Click on the name to open a directory or a file. 
 Size. The size of an object. 
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 Last Modified. The last modification time of an object. 
  Action. Two icons in this column are the buttons for invocation of two processes. Click 

the left icon to rename the object. Click the right icon to change permission settings for 
the object. 

 
Note: In Linux File Manager, permissions are managed in a separate Permissions 
column, by clicking on the object permission record. 

 

 
 

Figure: File Manager 
 

Clicking one of the underlined captions you can sort the items of the list alphabetically, to 
size or to modification time. 

 
You can find a required object using the Filter field at the up left corner of the File Manager 
screen. Type the name and the extension of the object to be found and click the button on 
the right of the field. You can use the wildcard character (*) for the search. 

 
To move faster through the File Manager you can resort to the help of Go to field. Type the 
path to the object and click the button on the right of the field. 

 
 

Adding New Directories and Files 
 

Use the operation buttons to perform tasks on directories and files. 
 

To create a new directory: 
 

1.  Open the directory where you want to create the new directory. 
 

2.  Click Create directory button. The Create directory window opens. 
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3.  Enter the name of the new directory in the corresponding field of this window and 
click OK. 

 

The newly created directory will appear in the list of directories and files. 
 

To create a new file: 
 

1.  Open the directory where you want to create the new file. 
 

2.  Click Create file button. The Create file window opens. 
 

3.  Enter the name of the new file in the corresponding field of this window and click 
OK. 

 

The newly created file will appear in the list of directories and files. 
 

To upload a new file: 
 

1.  Open the directory where you want to upload files to. 
 

2.  Click Upload files button. The Upload file(s) window opens. 
 

3.  Click Browse and select the file that you want to upload. You can upload up to three 
files for one operation. Click OK. 

 
The newly uploaded file(s) will appear in the list of directories and files. 

 
 

Managing Existing Directories and Files 
 

Buttons aligned to the right allow to perform tasks on directories and files already existing 
in the list. These buttons can also perform the same task on several directories and files 
simultaneously. Before performing such a task on object(s) of the list, click the selection 
box(es) in the very first column on the left of the list next to the names of objects. To 
perform a task on the selected objects simultaneously, click the corresponding button. 

 
To copy a directory or a file: 

 
1.  Select the object(s) that you want to copy. 

 

2.  Click Copy to button. The Copy to window opens. 
 

3.  Choose destination you want to copy selected object(s) to. You can select directory 
in the Select directory drop-down list, or you can type the path to the destination 
directory in the Enter directory name field. Click OK. 

 

The object(s) will be copied to the assigned directory. 
 

To move a directory or a file: 
 

1.  Select the object(s) that you want to move. 
 

2.  Click Move to button. The Move to window opens. 
 

3.  Choose destination you want to move selected object(s) to. You can select 
directory in the Select directory drop-down list, or you can type the path to the 
destination directory in the Enter directory name field. Click OK. 
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The object(s) will be moved to the assigned directory. 
 

To touch a directory or a file: 
 

1.  Select the object(s) that you want to change the last modification time for. 
 

2.  Click the Touch button. The Touch window opens. 
 

3.  If you want to change the last modification time for all the files in the selected 
directory, click the Touch recursively checkbox. 

 

4.  Click OK. 
 

Now, in the list of files and directories you can see that the last modification time of the 
selected object(s) is updated with the current local time. If the touch recursion is 
activated, the last modification time of all the objects in the selected directory is 
changed to the current time. 

 
Note: The Touch operation is available in Windows File Manager only. 

 
To delete a directory or a file: 

 
1.  Select the object(s) that you want to delete. 

 

2.  Click Delete button. The Delete window opens. Click OK to prove your intention to 
delete the object(s). 

 

The object(s) will be deleted. 
 

To rename a directory or a file: 
 

1.  Find the required object in the list. 
 

2.  In the row corresponding to the object click the left icon in the Actions column. The 
Rename window opens. 

 

3.  Enter a new name in the corresponding field. Click OK. 

In the list the object will be represented under the new name. 

 

Managing Permissions 
 

With File Manager you can grant web server permissions for specific folders and files on 
your server. You can use permissions to control whether visitors to your Webspace are 
enabled to view a particular folder or file, upload information, or execute specific files. 

 
File Manager enables you to configure permission settings. For this purpose do the 
following: 

 
1 Open the permissions management screen for the desired file or folder: 

 

 In Windows File Manager, click the right icon in the Actions column opposite this file 
or folder. The Setting permissions table opens. 
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Figure: Setting Permissions in Windows File Manager 
 

 In Linux File Manager, click the corresponding record in the Permissions column of 
the table. The Change permissions window opens. 

 

 
 

Figure: Setting Permissions in Linux File Manager 
 

2  Click to select or click to clear any of the available check boxes in the permissions 
table to set the permissions that you want to grant. 
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In Linux File Manager, if you want to change permissions for all the files in the selected 
directory, select the Change permissions recursively checkbox. 

 

3 Click OK or Apply to save permissions. 
 

Note: In Windows File Manager, you can restore the default permissions by clicking 
Refresh. 

 
Now, a visitor to your Webspace can handle the object according to permissions set for 
the user. 

 
 

Using FTP 
 
 

FTP (File Transfer Protocol) is a protocol that allows computers to exchange files over the 
Internet. Today it is the most popular protocol for downloading/uploading content to/from 
websites. The FTP protocol does not encrypt or encode data during transfer even if an 
FTP server is configured to require user authentication. However, if your server supports 
the Secure Sockets Layer (SSL) protocol, it is possible to configure the FTP service to 
transfer data to and from the server in a secure mode. 

 
If FTP access is allowed in your Subscription, the FTP service is automatically configured 
by CP for each of your Webspaces: an FTP user account is created, with its unique login 
and password (a strong password generated by CP). After your first login to CP, you can 
obtain these settings and use them for accessing your site directory by FTP. The 
procedure of obtaining your FTP credentials, as well as the number of available FTP 
options, is a bit different depending on the hosting platform (IIS or Apache). Read the 
subsections below for details. 
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Using FTP on IIS Web Space 
 

Obtaining FTP Information and Accessing Webspace by FTP 
 

To obtain your FTP access details and credentials, go to Hosting > Configuration & 
Administration > Web Space. 

 

 
 

Figure: Viewing FTP Access Details and Credentials on an IIS Webspace 
 

On the General tab, the following information is displayed: 
 

 In the FTP URL field, the URL for direct access to the Webspace by FTP. 
 In the Login and Password fields, your FTP credentials. 

 
To verify that a Webspace if accessible by FTP, perform these steps: 

 
1 Enter the FTP Server URL displayed on the General tab in a separate browser window. 
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2 In the opened dialog window, log in to the Webspace using your FTP credentials. 

The structure of the corresponding Webspace opens. 
 

Changing FTP Password 
 

To change your FTP password, perform the following steps: 
 

1 Go to Hosting > Configuration & Administration > Web Space. 
 

2 On the General tab, click Edit. 
 

 
 

Figure: Changing FTP Password 
 

3 Enter the new password and password confirmation and click Submit. 
 

Note: On an IIS Webspace, it is not possible to change your FTP login, only the password. 
 
 

Enabling and Disabling FTP Service 
 

If necessary, you can disable the FTP service for a selected Webspace. 

To disable the FTP service on a Webspace, perform these steps: 

1 Go to Hosting > Configuration & Administration > Web Space. 
 

2 On the General tab, click Edit. 
 

3 Clear the FTP support checkbox and click Submit. 
 

At any time later you can enable the FTP service again by selecting the checkbox. 
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Using FTP on Apache Web Space 
 

Obtaining FTP Information and Accessing Webspace by FTP 
 

To obtain your FTP access details and credentials, go to Hosting > Configuration & 
Administration > Web Space > FTP Access. 

 

 
 

Figure: Viewing FTP Access Details and Credentials on an Apache Web Space 
 

On the General tab, the following information is displayed: 
 

 FTP Server - the URL for direct access to the Webspace by FTP. 
 Port - the port for accessing the FTP server. 
 IP - the IP address of the FTP server. 
 DocumentRoot field - the location of the ordinary HTTP files directory on the Webspace. 
 SSL DocumentRoot - the location of the SSL protected files directory on the Webspace. 
 IP type - the type of IP address assigned to the domain the Webspace belongs to 

(Shared or Exclusive). 
 FTP Login Name and FTP Password - your FTP credentials for accessing the Webspace. 

To verify that a Webspace if accessible by FTP, perform these steps: 

1 Enter the FTP Server URL displayed on the General tab in a separate browser window. 
 

2 In the opened dialog window, log in to the Webspace using your FTP credentials. 



TM Control Panel User Guide  ‐ Using File Manager            64 

The structure of the corresponding Webspace opens. 
 
 

Changing FTP Login and Password 
 

To change your FTP credentials, perform the following steps: 
 

1 Go to Hosting > Configuration & Administration > Web Space > FTP Access. 
 

2 On the General tab, click Edit. 
 

 
 

 
Figure: Changing FTP Credentials 

 
3 In the FTP Login Name field, input the new FTP login. 

 

4 Select the Change Password checkbox. 
 

5 Provide your new password and its confirmation or click Generate new password to have 
CP generate a strong password. 

 

6 Click Submit. 
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Managing FTP Users 
 

On Apache web hosting, you can grant access to certain files and directories on your 
Webspace to third parties, under the credentials you provide. To allow such access, you need 
to create a number of FTP users. 

 
 

Adding FTP User 
 

To add a new FTP user, perform these steps: 
 

1 Go to Hosting > Configuration & Administration > Web Space > FTP Access. 
 

2 Go to the Users tab. 
 

3 Click on the Add New User button. 
 

 
 

Figure: Adding New FTP User 
 

4 In the FTP Login Name field, specify the new user's login. 
 

The login for the new FTP user consists of the custom part and the hardcoded prefix 
generated by CP. 

 

5  Specify the new FTP Password and password confirmation, or click Generate new 
password to have CP generate a strong password for a user. 

 

6 In the Entry point area of the screen, choose the directory accessible for the user in your 
Webspace. The available options are: 

 

 The DocumentRoot directory (the WebSite document root option) 
 

 The SSL DocumentRoot directory (the SSL WebSite document root option) 
 

 The CGI directory (the WebSite CGI Directory option) 



TM Control Panel User Guide  ‐ Using File Manager            66 

7  If necessary, restrict the user's access within the selected directory by specifying a 
relative path in the Path field. 

 
 
 

Changing FTP User Password and Privileges 
 

To change the password or edit the access privileges of an FTP user, perform these steps: 
 

1 Go to Hosting > Configuration & Administration > Web Space > FTP Access. 
 

2 Go to the Users tab. 
 

3 Click on the desired user account's FTP Login Name. 
 

4 Click Edit. The screen switches to the Edit mode. 
 

5  Change the editable part of the login name, password or access parameters of the 
user as desired and click Submit. 

 
For detailed information about the available access parameters, refer to section Adding 
FTP User. 

 
Deleting FTP User 

 

To delete an FTP user, perform these steps: 
 

1 Go to Hosting > Configuration & Administration > Web Space > FTP Access. 
 

2 Go to the Users tab. 
 

3 Select the desired user account in the list and click Delete. 
 

4 Click OK on the confirmation screen. 
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Allowing Anonymous FTP Access to Web Space 
 

If necessary, you can upload certain files and directories to your Webspace and make 
them publicly accessible by FTP. This might be necessary if, for example, you want your 
site visitors to be able to download certain files without authenticating on the server. 

 
Anonymous FTP users have access only to the ftp_anonymous directory existing on 
your Webspace. Therefore, to provide certain files for download, you need to place them 
into this directory. In the ftp_anonymous directory, there is the incoming folder, 
intended for file uploading by anonymous FTP users. 

 
To be able to provide public access to your Webspace, you need to enable and configure 
anonymous user access to your Webspace in the CCP. 

 
Note: You can allow anonymous FTP access to your users only if case your domain is 
assigned with an exclusive IP address. 

 
To allow anonymous FTP access and set the necessary limits for it, perform these steps: 

 
1 Go to Hosting > Configuration & Administration > Web Space > FTP Access. 

 

2 On the General tab, click Edit. 
 

3 In the Anonymous Settings area of the screen, select the Anonymous Access checkbox. 
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Figure: Enabling Anonymous FTP Access 
 

4 Configure the following parameters for anonymous FTP access: 
 

a Maximum Simultaneous Connections - the maximum number of connections to your 
Webspace from anonymous FTP users. 

 

b  Maximum Simultaneous Connections per Host - the maximum number of connections to 
your Webspace established from one host. 

 

c Download Bandwidth - the transfer rate limit for file downloading from your 
Webspace, in KBytes/Sec. The limit is applied per single connection. 

 

d  Select the Allow Uploading to Incoming Directory checkbox if you wish to allow 
anonymous FTP users to upload files to the incoming directory (located inside the 
ftp_anonymous directory on your Webspace). 
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e  If you have selected the Allow Uploading to Incoming Directory permission, you can 
also limit the disk space for uploaded files by setting the Disk Space Limit in the 
Incoming Directory parameter. 

 
5. Click Submit. 

 
If later you wish to disable anonymous FTP access to your Webspace, clear the 
Anonymous Access checkbox. 

 
 
 

Managing Protected Directories 
 
 

If you want to restrict access to some parts of your website, you can unite them into a 
protected directory. Such a directory gets the HTTP protection only. Therefore this 
protection works only if a visitor tries to access a protected directory using a browser. 

 
The name of a protected directory is a location under the domain with Webspace. The 
location should be specified for the reference via browser. For example, if your domain is 
www.mydomain.com and for the protected directory you choose the name secret, the 
way to access this very directory will be as follows:  www.mydomain.com/secret. 

 

 
 

Figure: Protected Directories 
 

To manage protected directories, go to Hosting > Configuration & Administration > Web Space > 
Protected Directories. On the Protected Directories page, you can see the list of your protected 
directories if you have any and perform the following operations: 

 
 Creating a new protected directory 
 Editing an existing protected directory 
 Deleting protected directories 
 Managing protected directory users 
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Working with Webspace 197 
 
 
 
Creating Protected Directory 

 
To create a new protected directory, follow these steps: 

 
1 On the Protected Directories page, click on the Add New Protected Directory button. The Add 

Protected Directory page opens. 
 

 
 

Figure: Creating Protected Directory 
 

2 On the Add Protected Directory page, enter the following parameters: 
 

 Directory name. 
 

Note: When you are creating protected directories inside the Apache virtual host 
directory, do not use the names: cgi-bin, webstat or error_docs. These 

  names are reserved to provide support for the corresponding services.   
 

 Directory header. The directory header is a text that will be displayed on the 
authorization screen appearing every time your protected directory is accessed. 
This can be a simple description like "My secret area", or a short welcoming 
message addressed to any user who is allowed to access it. 

 

 If you want to enable the SSL support for accessing the new protected directory, 
check the SSL support checkbox. 

 

Note: If you do not see the SSL support checkbox, this means that SSL support is 
not enabled for the service. To enable the SSL support, go to the General tab of 
the WebSite Configuration page and follow the supplied instructions. 

 

If you turn the SSL support off, the SSL protected directories disappear from the 
list, though physically they still exist and can be accessed at httpsdocs 
directory using FileManager or by 
https://mydomain.com/protecteddirectory/ address without 
authorization. To make the directory protected again, repeat the adding of a 

  new protected directory.   
 

3 Click Submit to complete the process. 
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Editing Protected Directory 
 

Editing a protected directory only changes the protection parameters. The content of the 
directory is neither moved nor altered in any way. The protected directory users are 
retained. 

 
To edit an existing protected directory, follow these steps: 

 
1  On the Protected Directories page, select a protected directory by clicking its name. The 

directory properties page opens. On the General tab you can see the directory general 
parameters. 

 

2  Click on the Edit button. The General tab turns to editing mode. In the editing mode, the 
tab looks like the Add Protected Directory page, with the same elements. 

 

3 Enter new values into Directory name and Directory header. Click or click to clear the SSL 
support checkbox. 

 
Note: See the Creating Protected Directory topic for the information about the 
elements of the General tab in editing mode. 

 
4 Click Submit to save the new settings. 

 
 
 
 

Deleting Protected Directory 
 

Deleting a protected directory means only removing the status protected from it. The 
directory is not deleted physically. 

 
To delete one or several protected directories at once, follow these steps: 

 
1  On the Protected Directories page, select the protected directories to be deleted by 

clicking check boxes near the directory names. 
 

2  Click on the Delete button. The warning message appears querying whether you 
actually want to delete the specified protected directories. 

 

3 Click OK in the message box. 
 

The protected directories disappear from the list. 
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Managing Protected Directory Users 
 

To enable users to access the protected directory, you need to manage the protected 
directory users. 

 
1  On the Protected Directories page, select a protected directory by clicking its name. The 

directory properties page opens. 
 

 
 

Figure: Users Tab 
 

2  Open the Users tab. On this tab you can see the list of already existing protected 
directory users, and the buttons that serve to perform operations over users. Thus, you 
can add new users or remove the existing ones. 
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Adding New Protected Directory User 
 

To add a new user, follow these steps: 
 

1 On the Users tab, click on the Add New User button. 
 

 
 

Figure: Adding New Protected Directory User 
 

2 In the opened dialog box, enter the new user's login and password into the Login and 
Password fields, respectively. Reenter the password into the to Confirm password field. 

 
Note: Only the first eight symbols in the protected directory user password are 
significant. That means that any password that has more than eight symbols will be 
accepted as long as its first eight symbols match the true password (i.e. the following 
passwords would be considered the same: 'password', 'password1', 'password12345'). 

 
3  Click on the Submit button to complete the process. The list of the directory users 

reopens with the just created user in. 
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Deleting Protected Directory Users 
 

To delete one or several users of the protected directory at once, follow these steps: 
 

1  On the Users tab, select the users to be deleted by clicking check boxes near the 
directory names. 

 

2  Click on the Delete button. The warning message appears querying whether you 
actually want to delete the specified protected directories. 

 

3 Click OK in the message box. 
 

The list of users reopens without the just removed users. 
 
 
 

Log Manager Service 
 
 

Generally speaking, a log contains the requests for individual files that people have 
requested from a website. These files will include the HTML files with their imbedded 
graphic images and any other associated files that get transmitted. The log can be then 
analyzed and summarized by another program and provide you with the information like 
the number of visitors to a home page and more. 

 
In order to be able to use the logs management option, first, you have to add the Log 
Manager service to your domain. When you add the Log Manager service, a FTP Account 
for accessing website log files is created. At that, the FTP Account login is generated 
automatically, whereas you need to specify the password to your FTP Account while 
adding the Log Manager service. 

 
 

Adding Log Manager Service 
 

1  Go to Web Space > Log Manager in the navigation menu. If the Log Manager service has 
not been yet installed on your domain, you will be asked to follow the steps of the Add 
Log Manager wizard. 

 

2 Fill out the following parameters: 
 

 FTP password - your password for accessing the FTP Account. 
 

 Confirm password - retype the password to make sure you entered it correctly. 
 

3 Click on Next>> to proceed to the next step of the wizard. 
 

4  You will see the information on your Subscription and the resource that will be used for 
adding the Log Manager service. To complete the process, click on Finish. 

 
Note: Some providers can create the Log Manager service at the domain creation. In this 
case, you will not be asked to follow the steps of the Add Log Manager wizard. 

 
 

Managing Log Manager Service 
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While working with your Log Manager service, you are able to perform the following 
operations: 

 
  Change Password - Change password to your FTP Account by clicking the Change 

Password link on the dashboard of the Log Manager screen. Enter the new password, 
then confirm it in the corresponding field and click Submit to commit your changes. 

  Show FTP Directory - Show your FTP directory by clicking the Show FTP Directory link 
on the dashboard of the Log Manager screen. It will be opened in a separate browser 
window. 

  Enable/Disable - Manage the state of your FTP Account by disabling and enabling it, 
using the corresponding Disable or Enable options on the dashboard of the Log 
Manager screen. 

 

 
 

Figure: Log Manager 
 
 
 

Creating Certificates 
 
 

A certificate is an attachment to an electronic message used for security purposes. The 
most common use of a certificate is to verify that a user sending a message is who he or 
she claims to be, and to provide the receiver with the means to encode a reply. Usually 
certificates are required to initialize an SSL session. 

 
Note: Before you start creating your certificates it is reasonable to get acquainted with the 
basic SSL concept (for this, please refer to the Using SSL section.) 

 
In CP you can generate a self-signed certificate or create a Certificate Signing Request 
(CSR) to get your certificate from a certificate authority (CA). Below in this chapter, the 
step sequence for both procedures is described. 

 
Notes on Certificates: 

 
  In order to use SSL certificates for a given domain, the domain must be set-up for IP- 

based hosting. 
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 For your domains you can use either a self-signed certificate or a certificate signed by 
a recognized CA. The self-signed certificate is valid and secure, but many clients prefer 
to have certificates signed by known CAs. 

 
If using an SSL certificate issued by a CA other than Thawte or Verisign, a rootchain 
certificate is required to appropriately identify and authenticate the CA that has issued your 
SSL certificate. 

 
If the given domain has the www prefix enabled, you must set up your CSR or self -signed 
certificate with the www prefix included. If you do not, you will receive a warning message 
when trying to access the domain with the www prefix. 

 
 

Generating Self-Signed Certificate 
 

CP enables you to create a self-signed certificate for your domain. Please note that a 
self-signed certificate will not provide the security guarantees provided by a CA-signed 
certificate. 

 
To generate a self-signed certificate, follow these steps: 

 
1  Log on to CP as Provider, and go to Top > Personal Info > Certificates. Click on the Self- 

signed link in the main window. 
 

2  Click the Self-signed link in the Certificates area and enter the information needed for 
generating a Self-Signed certificate: 

 

Option Description 

Bits Select the level of encryption of your SSL certificate 
by selecting an appropriate number from the drop- 
down menu. 

Key type For asynchronous encryption and signing there are 
keys needed. For generating your certificate you can 
choose between the RSA and DSA keys. 

Country Select a country from the drop-down list. 
State/Province Specify a state or province. 
Location (City) Specify a location (city). 
Organization name Enter an appropriate organization name. 
Organization Unit 
name 

Type an appropriate department/division of your 
organization. 

Domain name Enter the domain name for which you wish to 
generate the self-signed certificate. The expected 
format is www.domainname.com or 
domainname.com. 

E-mail Specify an email address. 



TM Control Panel User Guide  ‐ Using File Manager            77 

Valid from / Valid to Define the period during which the self-signed 
certificate will be valid for using it. 

Store in user 
repository 

RSA private keys and certificates are stored in the 
user repository automatically. You must clean the 
checkbox if you do not want to store them. 

3 After you have provided the necessary information, click on the Submit button. 
 

4 On the displayed page you can see two different text sections: Certificate and Private 
Key. 

 

 In the Certificate form you can see the certificate you have just generated. Click the 
Store button to immediately store the generated certificate to the repository or the 
Download button to download the certificate to your local computer. 

 

 In the Private Key form below the private key is displayed. Do not lose it. You will 
need this key during the certificate installation process. Losing it is likely to result in 
the need to generate another certificate. You can store the key to the repository 
immediately by clicking the Store button or download it to your local computer by 
clicking the Download button. Your self-signed certificate will be immediately 
generated and added to the repository. 

 

Note: The Store button is hidden if the Store in user repository option was checked 
  during the private keys/certificates generating.   

 

5 After performing the corresponding operations, click OK. 
 

All your generated keys or obtained by a Certificate Authority certificates are stored in the 
user repository. When creating your self-signed certificate, you can store it immediately or 
add any certificate to the user repository later on by clicking the Store button. 

 
Note: If you install the self-signed certificate to the webmail server, watch that its validity 
dates not yet expired and the domain name agrees with one in the certificate. Otherwise, 
your customers won't be able to log in to the server using IMAP over SSL. 

 
 

Creating Certificate Signing Request 
 

Certificate Signing Requests are used to supply a Certification Authority with the needed 
information to issue a valid certificate for you without knowing your private key. This 
includes your personal information and your public key. You can get a CA-signed 
certificate by creating a Certificate Signing Request. A CA-signed certificate provides two 
important capabilities for your server: 

 
  Browsers will (usually) automatically recognize the certificate and allow a secure 

connection to be made, without prompting the user. 
  When a CA issues a signed certificate, they are guaranteeing the identity of the 

organization that is providing the Web pages to the browser. 
 

To generate a Certificate Signing Request, perform the following operations: 
 

1 Go to Hosting > Configuration & Administration > Web Space > Certificates. 



TM Control Panel User Guide  ‐ Using File Manager            78 

 
 

Figure: Certificates 
 

2  Click the Request link in the Certificates area and enter the information needed for 
generating a Certificate Signing Request. 

 

 
Option  Description 

 
Bits  Choose the level of encryption of your SSL certificate by 

selecting the appropriate number from the drop down box. 
 

Key type  For asynchronous encryption and signing there are keys 
needed. For generating your certificate you can choose 
between the RSA and DSA keys. 

 

Country  Select a country from the drop-down list. 
 

State/Province  Specify the state or province. 
 

Location (City)  Specify the location (city). 
 

Organization name Enter the appropriate organization name. 
 

Organization Unit name Type the appropriate department/division of your organization. 
 

Domain name Enter the domain name for which you wish to generate the self- 
signed certificate. The expected format is 
www.domainname.com or domainname.com. 

 

E-mail  Specify the email address. 
 

Store in user repository  RSA private keys and certificates are stored in the user 
repository automatically. You must clean the checkbox if you do 
not want to store them. 
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4 After you have provided the necessary information, click on the Submit button. 
 

 
 

Figure: Generated Certificate Signing Request 
 

5 On the displayed page you can see two different text sections: Certificate and Private 
Key. 

 

 In the Certificate form you can see the request you should send to a Certificate 
Authority in order to get your certificate. Download this request to your local 
computer by clicking the Download button. Later on, you can attach the request to 
your email and send it to a Certificate Authority like Verisign or Thawte. 

 

 In the form below the Private Key field, your RSA private key is displayed. Do not 
lose it. You will need this key during the certificate installation process. Losing it is 
likely to result in the need to generate another certificate. You can store the key to 
the repository immediately by clicking the Store button or download it to your local 
computer by clicking the Download button. 

 

Note: The Store button is hidden if the Store in user repository option was checked 
  during the RSA private key generating.   

 

6 After performing the corresponding operations, click OK. 
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All your generated keys or obtained by a Certificate Authority certificates are stored in the 
user repository. When creating your self-signed certificate, you can store it immediately or 
add any certificate to the user repository later on by clicking the Store button. 

 
Once you obtain the certificate, you can immediately upload it to your website using SSL 
Service page. To see the instructions of how to install the certificate, go to the 
corresponding guide section (see page 138). 

 
 

Using Multimedia Archive 
 
 

You can be subscribed to Multimedia Archive - website which contains multimedia content 
(collection of images, video, or music, for example). To use Multimedia Archive, go to 
Hosting > Configuration & Administration > Web Space > Multimedia Archive. 

 
  If the Multimedia Archive is added to the Webspace, the Multimedia Archive screen 

opens. 
 

 
 

Figure: "Multimedia Archive" screen 
 

On this screen, you can see the Launch Multimedia Archive link. Click this link to open the 
Multimedia Archive in the main frame. 

 If the Multimedia Archive is not added to the Webspace, the Add Multimedia Archive 
screen opens. 
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Figure: "Add Multimedia Archive" screen 
 

Click on the Finish button to add the Multimedia Archive to the Webspace. The screen 
turns into the Multimedia Archive screen with the Launch Multimedia Archive link. 
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Using Cron Management Service 
 
 

Cron Management is a service that enables you to schedule execution of host commands 
or Web applications on your Webspace. 

 
When you use Cron Management for the first time on your Webspace, you need to 
activate Cron Management. For this purpose, do the following: 

 
1  Go to Hosting > Configuration & Administration > Web Space > Cron Management. If you 

never used Cron Management on your Web Space, and if Cron Management is 
properly functioning, the system will inform you about readiness to activate Cron 
Management service. 

 

 
 

Figure: Adding Cron Management Service 
 

2 Click on the Submit button. 
 

 
 

Figure: Cron Management Service Is Created 
 

3 Click on the Manage Cron link and enjoy using Cron Management service. 
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Managing Cron Jobs 
 

CP system enables you to schedule execution of host commands on your Web Space. 
Such scheduled tasks are called cron jobs. 

 
To manage cron jobs, you should go to Hosting > Configuration & Administration > Web Space 
> Cron Management. 

 
The Cron Tabs tab opens. On this tab you can see the list of your cron jobs if you have any. 
The buttons above the list enable you to perform operations on cron management 
services, such as adding, deleting, deactivating, activating cron jobs. 

 

 
 

Figure: Cron tab 
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Adding New Cron Job 
 

To add new cron job, follow these steps: 
 

1 On the Cron Tabs tab, click on the Add New Job button. 
 

 
 

Figure: Adding New Job, Step 1 
 

2 Into the Command field, type a host command you want to schedule on your Web 
Space. Click Next to continue. 

 

 
 

Figure: Adding New Cron Job, Step 2 
 

3 Set frequency of command execution by selecting an option in the Frequency field. Click 
Next to continue. 

 

 
 

Figure: Adding New Cron Job, Step 3 
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4 Set more precise frequency. Click Finish to save the settings. 

The command will run on your Web Space with just set frequency. 
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Deleting Cron Job 
 

To delete one or more cron jobs, follow these steps: 
 

1  On the Cron Tabs tab, select the cron jobs you want to delete, by clicking the 
corresponding check boxes. Click on the Delete button. The message box appears to 
ask you: 

  Do you really want to delete 1 task(s)?   

2 Click OK to confirm your intention to delete the selected tasks. 
 

As a result, the cron job disappears from the cron jobs list and from the system. 
 

Deactivating Cron Job 
 

If you want to cancel the cron job task without deleting the cron job, you need to perform 
the deactivation. To deactivate one or more cron jobs, follow these steps: 

 
1  On the Cron Tabs tab, select the active cron jobs you want to deactivate, by clicking the 

corresponding check boxes. 
 

Note: The state of a cron job is displayed in the State column. 
 

Click on the Deactivate button. The message box appears to ask you: 
Do you really want to deactivate 1 task(s)?   

2 Click OK to confirm your intention to deactivate the selected tasks. 
 

As a result, the state of the selected cron jobs turns to Inactive, as you can see in the cron 
jobs list. 

 
Activating Cron Job 

 
If you want to activate one or more inactive cron jobs, follow these steps: 

 
1  On the Cron Tabs tab, select the inactive cron jobs you want to activate, by clicking the 

corresponding check boxes. 
 

Note: The state of a cron job is displayed in the State column. 
 

Click on the Activate button. The message box appears to ask you: 
Do you really want to activate 1 task(s)?   

2 Click OK to confirm your intention to activate the selected tasks. 
 

As a result, the state of the selected cron jobs turns to Active, as you can see in the cron 
jobs list. 

 
Configuring Cron Job 

 
You may want to change the command or frequency of one of your cron jobs. For this 
purpose, follow these steps: 
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1  On the Cron Tabs tab, select the cron job you want to configure by clicking its 
command. 

 

 
 

Figure: Configuring cron job 
 

2 Change cron job settings: 
 

 To change the command, click on the Edit button in the Command area. Type the 
new command. Click on the Submit button. 

 

 To change the frequency, click on the Edit button in the Frequency area. Set the new 
frequency. Click on the Submit button. 
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Managing Scheduled Applications 
 

Using Scheduled Applications you can set up and manage one or more repeated 
executions of Web applications. Scheduled Applications will remind you of some important 
events, start the execution of a program or script on the scheduled date and time (which 
may be minutely / hourly / daily / weekly / monthly schedule runs). This application can run 
all the executable files. 

 
To manage scheduled applications, you should go to Hosting > Configuration & Administration 
> Web Space > Cron Management and switch to the Scheduled Applications tab. 

 
On this tab you can see the list of your scheduled applications if you have any. The 
buttons above the list enable you to perform operations on scheduled applications (adding, 
deleting, deactivating, activating scheduled applications). 

 

 
 

Figure: Scheduled Applications Tab 
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Adding Scheduled Application 
 

To add a new scheduled application, follow these steps: 
 

1 On the Scheduled Applications tab, click the Add New Application button to start the wizard. 
 

 
 

Figure: Adding New Application, Step 1 
 

2 Enter the following data: 
 

 URL - enter the absolute path for the location of the CGI application file to be 
executed. 

 

 Username (optional) - enter the user name if it is required by the application. 
 

 Password (optional) - enter the password if it is required by the application. 

Click Next to proceed to the next wizard step. 

 
 

Figure: Adding New Scheduled Application, Step 2 
 

3 Select the frequency period for the application to be executed: Minutely, Hourly, Daily, 
Weekly, Monthly and click Next to continue. 
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Figure: Adding New Scheduled Application, Step 3 
 

4  Using drop-down boxes, select the exact time and cycle point (day of the week, date of 
the month, etc. depending on the periodically you chose at the previous step) for 
executing the application. 

 

Click Finish to make the application scheduled. 
 

Deleting Scheduled Application 
 

To delete one or more scheduled applications, follow these steps: 
 

1  On the Scheduled Applications tab, select the scheduled applications you want to delete, 
by clicking the corresponding check boxes. Click on the Delete button. The message 
box appears to ask you: 

Do you really want to delete 1 application(s)?   

2 Click OK to confirm your intention to delete the selected scheduled applications. 

As a result, the scheduled application disappears from the list and from the system. 
 

Deactivating Scheduled Application 
 

Deleting a scheduled application means that it disappears for ever from your system. If 
you want to cancel the task and yet save the scheduled application, you need to 
deactivate it. 

 
To deactivate one or more scheduled applications, follow these steps: 

 
1  On the Scheduled Applications tab, select the active scheduled applications you want to 

deactivate, by clicking the corresponding check boxes. 

Note: The state of a scheduled application is displayed in the State column. 

Click on the Deactivate button. The message box appears to ask you: 
Do you really want to deactivate 1 application(s)?   

2 Click OK to confirm your intention to deactivate the selected tasks. 
 

As a result, the state of the selected scheduled applications turns to Inactive, as you can 
see in the scheduled applications list. 
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Activating Scheduled Application 
 

If you want to activate one or more inactive scheduled application, follow these steps: 
 

1  On the Scheduled Applications tab, select the inactive scheduled applications you want to 
activate, by clicking the corresponding check boxes. 

Note: The state of a scheduled application is displayed in the State column. 

Click on the Activate button. The message box appears to ask you: 
Do you really want to activate 1 application(s)?   

2 Click OK to confirm your intention to activate the selected tasks. 
 

As a result, the state of the selected scheduled applications turns to Active, as you can see in 
the scheduled applications list. 

 
Configuring Scheduled Application 

 
You may want to change the URL, username, password or frequency of one of your 
scheduled applications. For this purpose, follow these steps: 

 
1  On the Scheduled Applications tab, select the scheduled application you want to 

configure by clicking its URL. 
 

 
 

Figure: Editing Scheduled Application 
 

2 Change scheduled application settings: 
 

 To change the URL, username, password, click on the Edit button in the URL area. 
Type new values in the corresponding fields. Click on the Submit button. 

 

 To change the frequency, click on the Edit button in the Frequency area. Set the new 
frequency. Click on the Submit button. 

 
 


